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Data Storage Device A In Use 



A selection is made from available (but deactivated) 
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devices: A, B, C, D, E, F, or G 
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The data storage device swtiching process (and/or data storage 
device deactivation process) can execute from ROM, and/or 
any memory module and/or memory device and/or circuit board 
and/or programmable logic control device. For example, a 
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unmounted as well. 

Optionally, Jumper(s) switch startup Device Identity For 
Example: Data storage device "A" is switched from ID 0 to ID 
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(This "No shutdown necessary" method 
also Applies to Multi-User & Virus-Proof) 



ex 1: contains "Master 
Template" data - hidden & 
not "launched") 

ex 2: contains backups 



ex 1: mini-OS loads: OS 
contains disk controlling 
commands and copy 
commands only 

ex 2: full blown OS 



Switching Process without 
shutting down - utilizing dual 
Processors and dual Memory 



data storage 
device boots 
(MT1) 



^^j^may be R/O 



OS 1 Loads 



(Code may exist on ROM/ 
EPROM/data storage 
device) [such as MT 1] 



Figure F50 



data storage 
device boots 
(U1) 



ex: contains "Normal User" 
data 



cccccdfe3 e 



ex: "Normal" OS 



ex: may be "wimpy" 
processor - only enough 
power to control data storage * 
devices and copy commands 



Logic controller 1 
executes OS 



Logic controller 2 
executes OS 



ex: "Normal" processor 



j OS utilizes volatile memory 
I as needed 



I Mounting process may 
| be password protected 



ex 1 : copies contents of 
"Master Template" to U1 

ex 2:: copies contents of 
"backups" and/or "archives" 
to U1 

ex 3: copies contents of U1 
to backup drive 



OS 1 utilizes 
memory 1 as 
needed 




Data becomes 
corrupted 



OS 2 utilizes 
memory 2 as 
needed 



software monitors 

for events not 
functioning within 
normal parameters 



ex: for repair 
process to 
begin 
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Hacker-Proof 



Figure F51 
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Data/Code 



1 .) Isolation 



Figure F52 



Switching Process 



Isolation of Data/ 
Code 
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On/in computing 




see F53 



devices 



2.) Expanded 



Figure F53 



Devices where data/code can be 
isolated 



Data Storage 
Devices 



Volatile Memory 




Processor 




see F58, F59 



Any other device 
where data can 
exist 



3.) Where's Data 



Booting into 
different data 
storage devices to 
ensure isolation of 

data on data 
storage devices 



ex: U1 does not have NIC 
drivers so it cannot access 
Internet when the computer 
boots into U1 



MAW drive is disconnected/ 
unmounted/locked from T1 & 
Q1 while connected to 
Internet 



MAW drive may also be 
repaired by "repair process" 
(see functions of figure S1) 



Boot into U1 data 
storage device 




Switching process 




U1 is switched to 
inaccessible 



Boot into "Internet 
accessible" 
(MAW) drive 



Figure F54 



Note: RAM may be 
utilized as a virtual 
RAM disk instead 
of "fixed" data 
storage device 



copy command executes 
from secure R/O source 
(no execution of code is 
possible) and copies data 
from Q1 to U1 that is 24 
hrs old (according to time 
stamp) (e.g. and has been 
O.K.'d by virus software) 
(user definable copy 
schedule) 



| ex . (w/out opening email) 



[r 



If T1 is not used, this step 
can occur in MAW 



If user sends email - copy of 

sent email also gets 
SECURE copied to Q1 w/ 
time stamp 



(optional) 
Data is copied to 
T1 



user can read/write to T1 . All , 

data is saved to Q1 on 
schedule and/or on demand. 



Q1 is 
mounted and/ 
or unlocked 



Download email to 
MAW 



(optional) 
Switching process 
turns off Internet 

connection 



(optional) copy 
command executes 

from secure R/O 
source (no execution 
of code is possible) 



Data is copied to 
Q1 and time- 
stamped 



Q1 is switched off 
(unmounted and/or 
locked) 



boot into U1, Q1 is 
available 



Switching 
process 



Q1 data is 
scanned 



Virus defns 
downloaded to 
MAW 



data waits on Q1 
for period of time 



Q1 is 
mounted and/ 
or unlocked 



Switching 
process 



User can then 
open email in T1 
(after being 
switched) 



ex. 24hrs (user 
definable) 



J(orMAWif there 
is no T1) 



4.) Switch DSDs 



Isolating data in volatile 
memory 
by 

"Flushing" volatile 
memory 





User is working In 
U1 data storage 
device 





ants to go 
check data 
(email) 



Program runs that 

saves data in 
volatile memory to 
U1 



Figure F55 




switching process 



Switch to T1" data 
storage device 



Loads up data that 
was from volatile 
memory that was 
there from last 
session 



Executes tasks 



Program runs that 
saves data from 
volatile memory to 
T1 



volatile memory is 
cleared (or 
"emptied") 



Switches back to 
U1 



Loads up data that 
was from volatile 
memory from U1 
thatwas.there 
from previous 
session 



5.) Flush RAM 



Isolating data in volatile 

memory 
by utilizing Dual volatile 
memory chips 





User is working in 
data storage 
device U1 w/ 

volatile memory 1 





Figure F56 



ants to j 
check data 
(email) 



switching process 



volatile memory 1 
is isolated and not 

utilized - only 
volatile memory 2 
is utilized 



Switch to "Tr data 
storage device 



Executes tasks 




switching process 



volatile memory 2 
is isolated and not 

utilized - only 
volatile memory 1 
is utilized 



Switches back to 
U1 



6.) Dual RAM 



Isolating data in volatile 

memory 
by utilizing "protected" 
segments of volatile 
memory in 1 volatile 
memory chip 





User is working in 
in data storage 
device U1 w/ 

volatile memory 1 





Figure F57 



Section 1 may continue to 
perform other functions. 
Section 2 is isolated to 
interact with "exposed" data 
on T1. 

In other words, sections of 
volatile memory (example: 
RAM) are isolated to perform 
specific tasks without 
"contaminating" other 
devices 




volatile memory is 
isolated and not utilized 
in "section 1" of volatile 
memory - only "section 
2" is utilized 



Switch to T1" data 
storage device 



Executes tasks 




switching process 



volatile memory is 
isolated and not utilized in 

"section 2" of volatile 
memory - only "section 1" 
is utilized 



Switches back to 
U1 



7.) Single RAM - isolated funcs 



Isolating data in 
Processor by utilizing 
dual processors 





User is working in 
data storage 
device U1 w/ 

volatile memory 1 





Figure F58 



note: volatile 
memory may 
include Video 
RAM 




volatile memory 1 
is isolated and not 

utilized - only 
volatile memory 2 
is utilized 



Processor 1 is 
isolated and not 
utilized - only 
processor 2 is 
utilized 



Switch to 'TV data 
storage device 




Executes tasks 



switching process 



volatile memory 2 
is isolated and not 

utilized - only 
volatile memory 1 
is utilized 



Processor 1 is 
isolated and not 
utilized - only 
processor 2 is 
utilized 



Switches back to 
U1 



8.) Dual Processors 



Isolating data in Processor 

by utilizing"protected" 
segments of processor in 1 
processor chip 





User is working in 




data storage 




device U1 w/ 




processor 1 



Figure F59 




Section 1 may continue to 
perform other functions. 
Section 2 is isolated to 
interact with "exposed" data 
on T1. 

In other words, sections of 
processor are isolated to 
perform specific tasks 
without "contaminating" 
other devices 



Processor is isolated 
and not utilized in 

"section V'of 
processor - only 

"section 2" is utilized 



Switch to "T1"data 
storage device 



Executes tasks 




' ► 


switching process 








f 




Processor is 
isolated and not 
utilized in "section 
2" of processor - 
only "section 1" is 
utilized 










Switches back to 
U1 



9.) Single Processor "protected" 



How to Interrupt 
Network 
Connection 
(Physically) 



Switching Process 
(Physically) 
(6110) 



Figure F61 



Power 
(6120) 



Data 
(6130) 



Network 
Connection Device 
(6140) 



Computing 
Hardware Device 
(6160) 



How to Interrupt 
Network 
Connection 
(Logic Control) 



Switching Process 
(Logic Control) 
(6210) 



Figure F62 



Ignore data 
(6220) 



Stop processing of 
data 
(6230) 



Network 
Connection Device 
(6240) 



Computing 
Hardware Device 
(6250) 



How to Interrupt 
Device Connection 
(Physically) 
Briefly 



Brief 
Switching Process 
(Physically) 
(6310) 



Figure F63 



Power 
(6320) 



Data 
(6330) 



Peripheral 
Computing Device 
(6340) 



Computing 
Hardware Device 
(6350) 



FIGURE F64 




Web Server 



Switching 
System 



Switching System (see 
section 7.3) cyles between 
data storage device so that 
only one data storage device 
. is utilized by the web server 
at any given moment 




(see figure S1) while it is not 
in use by the web server 





Computing 
System Hardware 
6501 


FIGURE F65 











Processor "P1" 
6520 



Volatile Memory 
6510 



Processor "P2" 
6508 



Volatile Memory 
"R2" 
6505 



ex. user 
launches 
"WordPerfect" 




Data/code "recorder" 
copies data/code 
from "R1" to "R3" 
(identical to data/ 
code that flows from 
ft1 into "PI") 
6580 



program that 
copies data/code 
exists on data 
storage device 
.6590 



ex. "solitaire" game is 
launched and conflicts with 
•WordPerfect" 



Errors occur in P1 
6540 



Processor "A" 
"freezes" 
6550 



switching process clears all 
data from processor "P1" 
see figure S21 



"monitoring 
software" (and/or 
hardware) senses 
freeze and sends 
signal to "P2" 
6555 



Volatile Memory 
"records" data/ 
code for extended 
period of time, re- 
writing the oldest 
code first as new 
code is recorded 
"R3" 
6585 



"PI" 



is "flushed" 
6560 



Length of time determined 
before "oldest data/code" is 

re-written may be 
determined by capacity of 
volatile memory and/or 
processor 



Data/code is stored for a 
period of time and then 
overwritten as time passes 



"P2" executes software 
(6590) to revert to "older 
copy of data/code 
6592 



Code is copied 
back into "P1" 
6565 



Data/code is copied from "R3" back 
to "PI" that is "older" than the code 
that caused P1 to freeze 
6595 



Code is executed 
again 
6570 



User is informed that he has 
gone "back in time" and then 
has opportunity to change 
course to avoid errors being 
executed again 
6597 



If freeze occurs again, 
then process is 
repeated, but "P2" 
copies an even "older" 
copy of "R1" back to 
P1 at step 6595. 
Increments can 
changed by user and/ 
or program. Process 
may be repeated until 
errors are effectively 
avoided 



Optional GPS may 
be integrated 



Switching System 
integrated into 
computing 
hardware system 



FIGURE F66 



Global Positioning System 
may be integrated into Logic 
Board, etc. 

GPS component is optional 



User turns on 
computing device 

and system 
queries user to 

provide 
identification 




Optional 
microcontroller 
may control 
process 



Anti-Theft 
System 



This is an optional step. 
May be retinal scan, thumb 

print, voice match, 
password, passcard, etc. 




User is able to use 
computer normally 
utilizing data 
storage device 

"ur 



t 

Switching System 
switches power 

"off' to data 
storage device 
"UV'and 
effectively hides it 



This "dummy" data storage 
device is designed to fool the 

un-authorized viewer to 
ignore the user's actual data 
on M U1" 



This could be done utilizing 
the imbedded GPS, and the 
signal could be transmitted, 

for example, via cellular 
network, and/or sent via an 
Internet connection, etc. to, 

for example, the police 





A different data 
storage device 
"A1" is switched 
into the boot 
position 








"A1" has none of 
user's "real" data, 
but appears to be 
a "typical" 
collection of 
software otherwise 




r 




Optionally, 
software could 
execute from "A1" 
that secretly sends - 
a signal to identify 
the location of 
computer 



Optionally, system can be 

triggered remotely (for 
example, anti-theft system 

could contain a cellular 
telecommunication device to 
receive command) to send 
its location (for example, 
could also be sent via 
cellular connection) 
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Network 
90 



Network 
connection on/off 
switch 

95 



mi Mnrt 



Computing 
Device 



Data Storage 
Device •Normal 
Use" 
(e.g. Email + 
browser + 
applications + user 
data) 

130 



i 



Data Storage 
Device 
(e.g. temporarily 
"Quarantine" Email 
attachments or 
data files + virus 
software) 

120 



Figure F90 

One example of 

Directional 
Data Flow Path 




Data Storage 
Device "internet 

Accessible" 

[e.g. Email + 
browser + 
applications (no 

user data)] 

110 



Optional Data 
Storage Device 
(e.g.'Temporary 
Work Area" - read 
Email attachments 
or data files + virus 
software) 

115 
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Figure F200.1 



User is using "Normal Use" Data 
Storage Device 



I 



User and/or software decides to check E-mail and/or browse 
the network/Internet. 



I 



A switching process is triggered 



2 



The data storage device switching process (and/or data storage device 
deactivation process) can execute from ROM, and/or any memory 

module and/or memory device and/or circuit board and/or 
programmable logic control device. For example, a program can 
execute that causes data storage device "Internet Accessible" to 

mount. 




Optionally, Jumper(s) switch startup Device Identity 
For Example: Data storage device "A" is switched 
from ID 0 to ID 2 and data storage device "B" is 
switched from ID 4 to ID 0. 



l 



Optionally, a second computing processor/computing 
device/logic device can be utilized... one for the "normal 
use" data storage device, and one for the "Internet 
accessible" data storage device. 
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Figure F200.2 



Switching process deactivates Normal Use 



Switching process activates Internet Accessible Data 
Storage Device 



Z 



On programmed scheduled basis (such as hourly or 
daily) a program downloads anti-virus update data to the 
Internet accessible data storage device. This anti-virus 
data is automatically and/or manually transferred to the 
Quarantine data storage device by a software program. 



3 

Anti-virus software scans quarantine drive on 
programmed scheduled basis. 



I 
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Figure F200.3 



E-mail is downloaded and/or Internet browsing occurs using 
programs located on the "Internet Accessible" Data 
Storage Device. Simultaneously, all downloaded data 
may be checked by the most current virus update. 



Optionally, user can view and/or work on files on Internet 
Accessible Data Storage device. If this option is chosen: 



I 



Switching process activates quarantine data storage 

device 



Data is moved to Quarantine data storage device on a 
programmed schedule and/or by user. 
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Figure F200.4 



Optionally, instead of the user viewing and/or working on 
files on the Internet Accessible Data Storage Device, a 
Temporary Work Area" data storage device or partition 
may be used for viewing and/or working on data that has 
been downloaded, or will be uploaded. 



I 



all downloaded/created files are moved by user and/ 
or by software to the quarantine device on demand 
and/or on an schedule. 



Data can be moved to the "Quarantine" data storage 
device and/or other data storage device by several 
methods. Examples 



Comparison of data to a master template- 
changed files will be moved to quarantine data 
storage device 



1 
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Figure F200.5 



Program can identify downloads and newly 
created documents and move them and/or save 
to quarantine and/or "Temporary work area" data 
storage device/partition. 



Program can identify file types and/or date 
and creation time, and move based on those 
factors 



1 



Data is stored in the Quarantine Data Storage Device for a 
scheduled amount of time that may be varied. For example, 
Anti-Virus detection companies may issue issue anti-virus 
updates several days after a new virus has been released. 
For this reason a program may hold downloaded data in the 
quarantine data storage device until such time as updates are 

available. 
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Switching 
Process 

switches the 
following 

connections 




Optional 
"Temporary 
Work Area" 
data storage 
device and/or 

partition 



Optional 
Master 
Template Data 
Storage 
Device 



Optional 
Backup data 
storage device 



Optional 
network 
connection 



Figure F201 



"Quarantine" 
Data Storage 
Device 



"Internet 
Accessable" 
Data Storage 

Device 



Optional 
Archive data 
storage device 



Optional 
Internet 
connection 



Optional 
combined 
internet and 

network 
connection 
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Programmable 
Lobic Controller 
and/or logic 
control device 




Jumper is placed as needed to select which 
ID(s) is/are switched 



Cww\ww\ww\wv 



Programmable 
Logic Controller 
and/or logic 
control device/ 
>and or 

microcontroller 
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c 
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Pink are common on the circuit board, they connect to 1 IO pin of the microcontoller 
Black connect to AO A1 A2 A3 on hard dnve. 
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Elec trical Switch Housing or 
Swii ch Lock Housing 



M2010 



u 



M2050 



M2000 



View M20B 



Elec trical Switch Housing or 
Swii ch Lock Housing 



M2010 



M2050 



Ln 



ViewM20C 



V1200C 

Electrical Switch Housing or 
Swii ch Lock Housing 

M2010 



D 



M2050 



FIGURE M20 

View M20A 



View of Cylinder 
With Housing and 
Brake Removed 

M2040 




V42075 



Brake 

View with 
Housing 
Removed and 
Brake Exposed 

M2070 




42075 



M2020 



Brake 

Brake locks cylinder 
so that it can't turn 
when power is on. 



M2080 



Optional Bracket Attaches 
Brake to Frame or Platform 
M2090 



Hous- 
ing 

M2010 



V12075 
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M2020 
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Figure E1 



Optional Clear Case 
(can be any dimensions) 



Front of Computer 



Figure E2 



Optional Clear Case 
(can be any dimensions) 



Side View Computer 



r 



Figure E3 



Acrylic Block 


Optional Metal Box 


(any size) 




LCD or other screen can be behind 




acrylic block 


^^^^^^ 


Block is lit from the sides and/or back 





Acrylic Block 
(any size) 




LCD or other screen can be behind 
acrylic block 


f^^Swite^^ 


Block is lit from the sides and/or back 





Figure E4 



Optional Top and/or Sides and/or Back of 
Computer/Computing Device/Peripheral 
Device 



Optional Lip That Optional Case fits over- 



Figure E5 



Optional Top and/or Sides and/or Back of 
Computer/Computing Device/Peripheral 
Device 




Optional Lip That Optional Case fits over 



Figure E6 



Optional Top and/or Sides and/or Back of 
Computer/Computing Device/Peripheral 
Device 







; Any Method of attaching electrical 

and/or electronic components 







Optional Lip That Optional Case fits over 



Figure E7 



Optional Top and/or Sides and/or Back of 
Computer/Computing Device/Peripheral 
Dovico : : 



Optional Lip That Optional Case fits over 



Figure E8 



Entertainment Center: Optional Clear Case 



Computing 
Device 



Figure E9 



Entertainment Center: Optional Clear Case 



Computing 
Device 



Optional area for wires, piped for liquids, etc. 



Optional Container for liquids and/or electronic 
devices 



Figure E10 
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Optional Top and/or sides. Circuit board and/or device connector board 
plugs into power sources on top 
of computing device. 



Figure E1 1 
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Optional Example circuit board (bottom View) and/or device connector 
board plugs. It plugs into power sources on top and/or sides of 
computing device. This is a functional design that only shows connections 
to power sources from computing device. 



Figure E1 2 

Optional Top and/or Sides and/or Back of 
Computer/Computing Device/Peripheral 
Device 
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Optional Lip That Optional Case fits over — ' 

Numbers, letters, and/or symbols match top and bottom of board. 
Wires hook wherever user wants to put them. Software controls circuits. 
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Figure E81 
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Figure L 75 
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Data Storage Device 


Integrated j 




Switching System 



Data Storage Device 


Integrated 




Switching System 


Integrated Switching System 



Optional 
Switch 




Datastorage Device 


Integrated 




Switching System 


Integrated Switching System 



Figure L76 ROM 



Sheet 45 of 47 



ROM and/or memory 
module and/or logic controller 
L76.0 



Switching Process 
L76.1 




Data Sorage 
Device 
Master and 
or Backup 
L76.5 



Data Sorage 

Device 

Optional 

Backup 

L76.4 



Data Sorage 

Device 

Optional 

Archive 

L76.3 



Optional PRAM; 
CMOS; BIOS, 
logic controller Etc. 
Reset L76.2 



Figure L76.1 Another ROM Sheet 45 of 47 




Optional integrated BAR switching 
sytem, and/or Master Template, and/or 
backup system. 

Can be integrated into logic board 
and/or daughter board and/or any chip 
anoYor circuitry. 



Logic Board L76.3 



Optional PRAM; 
CMOS; BIOS, 
Etc. Reset L76.2 



Data Sorage 
Device. Starup 
optionally controlled 
by ROM, and/or 
Memory Module, 
and/or Logic Board, 
and/or any other 
mechanism and/or 
software that can 
control startup 



Data Sorage 
Device 
Master and 
or Backup 



Data Sorage 
Device 
Optional 
Backkup 



Data Sorage 
Device 
Optional 
Archive 



Figure L76CD 



Computing Device With built in CD 
Changer and/or automatic archiving 
system 



New CD's 






Used CD s 


L76.1 






L76.14 


Recorder/player 


Changer 


Changer 


Stacker 


L76.12 


L76.14 



L76.15 



Computing Device 


With built in CD 


Changer and/or 


automatic archiving 


system 




New CD's 






L76.2 






Recorder/player 






Changer L76.21 






Used CS's 






L76.22 






L76.25 



Figure L81 
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Optional Acrylic Block 
or other art object lit 
by LED or other 
lights. This can be 
used to indicate 
status. LCD panel 
can be behind block. 



LCD Panel 



Normal 9 




LCD Panel 



Normal t/ 




Optional acrylic lit by LED or other light source.' 



Optional LED activity lights 



Figure L81 FB 
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Optional Acrylic Block 
or other art object lit 
by LED or other 
lights. This can be 
used to indicate 
status. LCD panel 
can be behind block. 



LCD Panel 



Normal # 




Reset 



LCD Panel 



Normal • 




Optional acrylic lit by LED or other light source 



Optional LED activity lights 



Figure L81MU 
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Optional Acrylic Block 
or other art object lit 
by LED or other 
lights. This can be 
used to indicate 
status. LCD panel 
can be behind block. 



LCD Panel 



User A 




User B 



LCD Panel 



User A • 




Optional acrylic lit by LED or other light source 



Optional LED activity lights 



Figure L81 NL 
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Optional Acrylic Block 
or other art object lit 
by LED or other 
lights. This can be 
used to indicate 
status. LCD panel 
can be behind block. 



LCD Panel 



Net On# 




Net Off 



LCD Panel 



Net On • 




Optional acrylic lit by LED or other light source. 1 



Optional LED activity lights 
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Figure L83 Examples of optional LCD screen dialog. 



Please Wait. Repair In Progress 



Please shut down computer. 



Please Wait. 



Please Restart Computer. 



In addition to using an LCD screen, or in Lieu of using an LCD 
screen, dialog can be written directly to monitor, and/or 
communicated by other means of communication such as speech. 
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Figure L83MU Examples of optional LCD screen dialog. 



Please Wait. Switching In Progress 



Please shut down computer. 



Please Wait. 



Please Restart Computer. 



In addition to using an LCD screen, or in Lieu of using an LCD 
screen, dialog can be written directly to monitor, and/or 
communicated by other means of communication such as speech. 
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Figure L84 



Oil Pressure 
Normal 



Voice and/or switchlock Controlled Network Connection 



62 Miles Per Hour 



(mic) 



Net On* 
Net Off •( 

NetLock 



On* 

•© 



From: ken@zappywidgets.com 
To: examiner@uspto.gov 
E-mail message: 

This example network connection in a vehicle can 
be turned off by the NetLock switch. 
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